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1 Introduction

The SOS Portal is designed to:

e Display, edit and forward emergency calls
e Collate and present stored information relating to emergency calls
e Structure automatic forwarding and individual communication

The SOS Portal facilitates quick and easy contact with relevant personnel who can be reached via e-mail,
SMS, paging, voice or TCP/IP.

Emergency calls are immediately displayed in the SOS Portal. The location of persons triggering an alarm
are visualised outdoors on a map, and indoors on a building floor plan.

All completed emergency calls are stored in an archive for record-keeping and audit purposes. This includes
all logs and process files. The entire process can be inspected by authorised personnel at any time and is
thus traceable and easily monitored.

Technical alarms are displayed as well as emergency calls. These include, for example, test emergency
calls, profile changes or a low battery warning on an emergency device.

1.1 Target audience and structure of this manual

This guide is intended for personnel handling alarms as well as those responsible for configuring the platform
and mutate content.
This introduction contains:

e Anoverview section
e Chapters concerning alarm processing
¢ Chapters on configuration of the SOS Portal

This instruction covers the entire range of functions. So, dependent upon the version acquired, some
features may not be available. Wherever they appear, these elements are labelled "Optional". Please contact
your retailer or Swissphone support if you need to access further functions.

1.2 Areas of application

Emergency call processing in respect of lone working includes the following examples:

e Inspections (e.g. at power plants, sewage treatment plants, landfill sites, etc.)
e Standby services (e.g. service technicians)

¢ Automated production facilities, storage rooms, cellars

e Forestry, tunnelling and road construction

e Security companies, carers, justice officials

© Swissphone Wireless AG Operation manual 4
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1.3 Features

e Display, edit and forward emergency calls

e Collation and display of information relevant to emergency calls, such as position data, medical
information, contact information, presentation of general or individual rescue plans, visualisation of
the process flow

e Automatic forwarding and individual communication via e-mail, SMS, paging, TCP/IP

e Signal transmission via existing GSM infrastructure

e Visualisation of location based on indoor (position locator), outdoor (GPS) and on-site (composite)
information

1.4 Components

e SOS Portal versions:
SOS.direct
SOS.monitor
SOS.selfcare
SOS.selfcare+

o SOS.enterprise
e Alarm server i.search
e Swissphone TRIO
¢ Swissphone SOS Mobile App

@)
@)
@)
@)

1.5 User groups

Customer-side user roles for the SOS solution are structured as follows:

e Lone worker: If the PNG user processes a pending alarm, it can also be delegated to an alarm
centre.
¢ Administrator: Relayed alarm trigger, alarm recipient and site of the position locator.

© Swissphone Wireless AG Operation manual



SOS-Portal

2 General informations

2.1 General definitions

2.1.1 Emergency call system (PNA)

PNA is a device for triggering and transmitting user-activated and automatic alerts in an emergency. A PNA
consists of an emergency device (PNG) used in conjunction with an emergency call platform (PNEZ).

2.1.2 Emergency call device (PNG)

PNGs should be worn by people at risk, so that, in an emergency, this will trigger an automatic or user-
activated alarm signal via an emergency call platform. A PNG can be a stand-alone device (Swissphone
Trio) or an SOS mobile app on a smartphone.

2.1.3 Emergency call platform (PNEZ)

A PNEZ is a facility which receives, displays, and handles emergency PNG signals and thus secures prompt
assistance.

2.1.4 Emergency signal

The emergency signal is a signal which triggers a personal alarm at the emergency call platform.

2.1.5 User-activated personal alarm

This is an optical and/or acoustic signal created by user activation of a PNG alarm which is triggered at the
emergency call platform.

2.1.6 Automatic personal alarm

This is an optical and/or acoustic signal automatically created by a PNG (e.g. as the result of a trip or fall, or
in case of immobility) which is triggered at the emergency call platform.

© Swissphone Wireless AG Operation manual 6
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2.1.7 PNA-operation

A "PNA operation” is a secure operating state in which an emergency device is logged on and monitored at
an emergency call platform.

2.2 Associations and organisations responsible for occupational safety

2.2.1 German Statutory Accident Insurance (DGUV)

The DGUV is the umbrella association of professional bodies and accident insurers. They are responsible for
the prevention of occupational accidents and diseases, as well as work-related health hazards.

The lone worker solution "SOS" from Swissphone with the components SOS-Platform and SOS Mobile App
for specific Android-Devices is certified based on DIN VDE V 0825-11. The protection of lone workers with
Swissphone "SOS" system is possible based on DGUV Rule 112-139 (formerly BGR-139).

2.2.2 Swiss National Accident Insurance Fund (SUVA)

SUVA, the largest accident insurer in Switzerland, insures against occupational accidents, occupational
diseases and recreational accidents, and also takes care of safety at work.

The SUVA document 44094 "Working" alone can be dangerous" deals extensively with the issue of lone
workers from the perspective of employers and safety officers. There is a very helpful assessment matrix
identifying where and how lone workers should be protected.

2.2.3 ltaly
The Legislative Decree 81 (2018) states the legal position in Italy. Article 45 defines the purpose and

obligations, and Article 18 states that in the event of an accident at work, an immediate emergency call to the
relevant aid organization must be guaranteed.

2.2.4 British Standard BS8484:2016

British Standard BS8484: 2016 deals with the topic of lone workers and gives recommendations for
employers. In addition, the recommended functions of any Lone Worker Device (LWD) and Lone Worker
Application (LWA) are described alongside instructions for the lone workers themselves.

© Swissphone Wireless AG Operation manual 7



SOS-Portal

2.3 SOS-Portal Versions

SOSs
direct

SOSs
monitor

SOSs
selfcare

SOSs
selfcare+

SOS
enterprise

Emergency call
processing

Active emergency call
processing

Only automatic
redirects

External partner

Own staff

Own

Own and
external

Administration

Account

Administration

Automatic redirects

Available tabs

Archives

Technical alarms

Emergency calls

PNG

BGR-139

Multi-client capability

Processing alerts to
other registered
organizations

mrRx

Own

Own

Only own
seflcare+

Own and
seflcare+

*  PNG tab: PNG emergency device

**  To constitute a BGR-139 compliant PNA, Swissphone’s BGR-139 certified PNGs must be used

***  The participative organizations needs the version selfcare+ for the multi-client capability. Possible
practice are e.g. enterprise solutions who have different day time and night time location-independent
alarm handlings.

The Swissphone connection packages (Basic, Protected, Connected, BGR-139) are available in the PNG
product catalogue.
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3 Registration and alarm overview

3.1 SOS Portal registration

When you purchase the product, you will also receive all the relevant access data to log on to the SOS
Portal. Please get in touch with your supplier if this access data is missing.

Access to the Portal is via the URL:

https://mobile.swissphone.com/

Some countries and regions have their own URL. During the initial operation you will get your
available URL.

The ‘s’ within the https:// part of the URL address is important because it requests an encrypted
connection.

To log in to your SOS Portal, enter your access data "username”,
confirm the login process by clicking on the "Login" field.

SOS-Portal @

password" and "organisation". Then

User name Benutzername
Password RN RRRRY
Organization Thre Organisation
=
Swissphone Wirsless AG, Félmi 21, CH-8832 SWISSPHONE

The new S0S Mobile App is now available on Google Play.

© Swissphone Wireless AG Operation manual
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3.2 SOS Portal display overview

After successful registration, you will see the main section of the SOS Portal.

The SOS Portal is an application with time-critical content. A push mechanism ensures that relevant
information or events such as a new emergency call are immediately transmitted to the SOS Portal browser.
The push mechanism operates via a secure https:// connection.

The following illustration outlines all SOS Portal functions. Depending on your version of the SOS Portal, you

may not see all of these functions displayed.

3.2.1 Portal Ubersicht

SOS Portal versions

Softbuttons (option)

PNG status overview

5[]5 selfcare+

List of alarms

oot coomrcin e

administration area

oo ~.
SWISSPHONE

Firstname, Name Max Mustor
Comnectionstate:  Connected ()
Clsnow st ocaticas.

Habile numder
® Anpositons o}

Department
Funcon:
‘Acdonal informason.
Posdions

+ ¥1(0)- 0. 22 Juk 2019100635
W Accept emergency call

g Emersency devics: v
Serivt number: Sem000
Devce type: Uobie agp
Battery capaciy: o
Status GBS modute: Foma

[y Medicai ntormation:

P

( Emersency Times:

o Comactdatx:

Details of the selected alarm
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1905 i

SOS Portal - In the upper left corner of the screen you will see your
current SOS-Portal, in this case "SOS.selfcare". An overview can be
found in section Error! Reference source not found. "SOS-Portal
Versions".

() Emergency devices

(optional)

Emergency device (PNG) This tab contains information such as:

e Log information such as status log, PNG log

e Events, such as emergency call button pressed

e Communication, e.g. for sending a message to a person via
PNG

See section Error! Reference source not found. "PNG emergency d
evice tab (optional)", for further information.

Emergency calls — This tab contains information such as

e Number of open emergency calls
e Display status of emergency calls (accept emergency call,
emergency call accepted, rescue plan, log entered, etc.)

e Localisation (PNG location)

e Communication (log, send message)

e Logs
See section Error! Reference source not found. "Emergency calls", f
or further information.

/\ Technical alarms

Technical Alarms - This tab contains information such as:

e Localisation (PNG location)
e Communication (log, send message)

e Logs

See section Error! Reference source not found. "Technical alarms t
ab", for more information.

Archive - This tab contains archived information about:
e Emergency calls
e Technical alarms

Each is classified according to localisation, communication and log.
See section Error! Reference source not found. "Archive tab", for
more information.

(optional)

Tracking - This tab contains:

e Tracks
e Position

The tab shows PNG start, tracking and log status. For details see
section Error! Reference source not found. " Tracking" tab (
optional)".

i Emergency call simulator
(optional)

Emergency call simulator — The emergency call simulator replicates
alarm processing. Among other things, this is a useful way to get to
know the system and instruct new users.

© Swissphone Wireless AG
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% Account

Account - In the "Account" section you can configure settings for:

Your organisation's account
Communication
User administration

e Alarm sounds

These are global settings for your company account. See section 5.1
"Account" section, for more information.

AR, Administration

Administration - In the "Administration" section, there are settings for:

e Administration and changes (people, devices, contact
information, automatic redirects, etc.)

e Chosen rescue plan

e In-house localisation (position locator)

They can be viewed, changed or configured. See section 5.2
"Administration" section, for further information.

Help - Pressing "Help" downloads the current help manual and displays
it in a separate window.

Feedback

Feedback - Pressing "Feedback" automatically opens a new e-mail
message to send feedback and suggestions for improvement to
Swissphone customer support.

Log off

Log out - PressingLog out will log the user out of the SOS Portal
without confirmation.

Get Position from all devices

(optional)

Query position of all PNGs

The SOS Portal sends a localisation request to all PNGs who confirm
their position. For data protection reasons, a query always requires a

log entry and is limited to a specific time window.

This function helps an alarm dispatcher responsible for a large area to
deploy the nearest intervention forces.

Reset device

Reset PNG - By clicking on the "Reset PNG" field, the SOS Portal
sends a reset command to the selected PNG. After receiving the
command, the PNG is reset from "emergency call state" to "operating
state". This command can only be sent to PNGs which are connected
to the SOS Portal via a data connection.

Report

Report - Pressing "Report" creates a detailed report in PDF format, e.g.
for documentation purposes.

© Swissphone Wireless AG
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- Status of update/ pause update (in PNG emergency device area):

e Green means: In the PNG emergency device area, device
information is updated automatically
. e Red means: In the PNG emergency device area, device
information updating is temporarily paused (approx. 1 minute)

Manually pausing the update is useful when looking at a device in the
PNG section. Without a pause, many devices would jump to the last
device update. (After about a minute, it will switch back to automatic
updating).

In the case of an active emergency call, the update is switched off until
the call has been processed. This is because an emergency call has
priority over status information.

S e Organisation, User, User Role - The top right corner of the screen
displays the current access and role information.
Organisation — the organisation name under which you have registered.
The ID is a one-off identification number assigned by the SOS Portal.
Logged in as — username and role (User, Superuser or Administrator).

3.2.2 Display of pending emergency calls

I} selfcare oalaoooloob

G ST G

(@ Emergency devices | [ag N EEIEY | /N Technical alarms g Archive

1D Emergency status Emerge;lq time Person Position
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3.2.3 Detailed view of the administration area

Release notes

Configuration of
the organization

Manual

Organizations name and ID User and role

information

Organization : Dokumeniation_EN [Dokumentation_EM] (10 : 0039)

Logged in as: CustomerSenvice (S05-admin)

3.3 Report

| Help | Feedback | Log off | PNG device
- ; - . dministration
s Emergency call simulator & Account Administration a ’
rgency - o 1 PNG carrier,
Rescue plan,
o . SOS App
SWISSPHONE configuration

You can create a detailed report for emergency calls and technical alarms in PDF format to provide
documentary evidence of events.

Report l

Select your desired report by clicking on one of
these tabs:

¢ "Emergency calls" or
e "Technical alarms"

Then click the "Report” field to generate a report.
A new window will open.

Please select the report page orientat... B

Landscape

@  Portrait

Ok

O

Cancel

Choose the desired format (A4 portrait or
landscape).

Press OK to create a PDF document which will be
displayed or saved according to your browser
setting.

© Swissphone Wireless AG
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SOS-Portal Report

Losatzat
[ | rwmme | | o | o | e = =
Bt s — ;
-
Record
e == e e ]

Sample report.
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4 Alarm processing in SOS Portal

4.1 PNG emergency device tab (optional)

The PNG tab is available in the following products:

e SOS.monitor + PNG-tab
e SOS.selfcare + PNG-tab

4.1.1 Display overview

The PNG tab displays all company PNGs and their current status. In addition, extended status messages

can be viewed in the "Status Log" and "PNG Log" sub-tabs.

State updated peor

905209 07:50:58 20052019 173453
18062015 17:58:02 1062019 175902
19052015 233451 19.05.2019 233451
12072018 15:5856 12072019 155831 1552028 B (Safe Mobile)

Organization - Dokumentaio

X Account - SihAdministration

T,
SWISSPHONE

GSM signalstrength  Firmware version  Product package

<83 dBer (Hormsl) E Connected
Undefined 264305 Prosected

Undefined Connected
79 dBim (very strong] 2643088 Connected

og | ehanges | Events | communication | Localization
Organizaton Ookumentation_EH S0 -
Frstrame, Name M Mustar al
Mot numer. Device satus Received at
Depatment Device inactive 2072 12203
— Oedce st 2onane 12286
Aadtionalinkomton
Rescue pan: Drspiay.
RO —p—
prouct pacsage: ctsa
Devien type: ot A
Serit number sacoeor
Gamamber: wwrmromesar
o Smeraency Mnctions:
Par—r— .
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4.1.2 PNG Overview

The PNG overview lists all of the company's integrated PNGs and gives you the most important information
such as connection status, device status, person, serial number, etc. at a glance.

I Device staties Organization Ferson Sevial number Group size: " |
&)

4.1.3 PNG status overview with filter function

In the PNG status overview, each individual device status is clearly assigned to a category. Categories
without PNGs are greyed out for clarity.

When you click on an area, those "PNG" menu elements are then hidden (filtered out) to give a clearer
overview.

Note: This PNG status overview is only displayed in the "Connected" and "BGR-139" software packages.

1 2 3 4 5 6 7 8 9 10

1 Emergency calls made — the total number of emergency calls that have been made.
Clicking here opens the "Emergency calls" tab

2 Lost connections — number of connections lost. Clicking here opens the "Technical
alarms" tab

3 General errors — the number of general errors. Clicking here opens the PNG tab

4 PNG active — the number of active PNGs. Clicking here opens the PNG tab

5 Function test required — number of PNGs requiring a function test. A function test must

be carried out on the respective PNG (see corresponding operating manual)
6 PNG charging — number of PNGs plugged in and charging

7 PNG inactive- number of PNGs inactive or powered down

8 Unknown — list of devices which cannot communicate status information, or devices which
have been restarted and have not yet submitted their status information

9 Unknown Connected — A PNG device which is connected to the SOS Portal, but has no

device information
10 Total — all active PNGs

© Swissphone Wireless AG Operation manual 17
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4.1.4 Personnel overview

If a PNG has been selected in the PNG overview, all information about the carrier will be posted in the lower

left window.

When you click on the "PNG emergency device:", "Emergency call functions:" or "Contact data:" labels, a

Device type:

@ Emergency device:

Product package:

Serial number:
GsmNumber:

v Emergency functions:

& Contact data:

First name, Name:
Mobile number:

Department:
Function:
Additional information:

Rescue plan:

Max Muster

Senices
head of unit
Add. info.

Display

Connected
Mobile App
SadbS00
+41000000000

window opens with further details. Windows open one at a time.

Carrier information

]

First name, Name:
Mobile number:

Department:
Function:
Additional information:

Rescue plan:

Max Muster

Services
head of unit
Add. info.

Display

Display of:

Profile photo

First name, surname
Mobile phone number

Department
Position

Additional Information

PNG:

@ Emergency device:

Product package:
Device type:

Serial number:

GsmNumber:

Connected
Mobile App
Sadl
+41000000000

Product Package

PNG software
package

device type

serial number
Firmware version
PNG GSM No.
GSM message ID

PNG-related data
displayed

More or less data
may be displayed,
depending on the
PNG

© Swissphone Wireless AG

Operation manual

18



SOS-Portal

Emergency call functions:

Function

v Emergency functions:

Configuration

State

Emergency button
Fall detection
Mandown detection
Autonom-Lifecheck

Remote-Lifecheck

60006

coocoo

Notification active

Notification inactive

Function

All available emergency call
functions are listed:

Emergency call button
Fall detection

Man down detection
Autonomous Lifecheck
Remote-Lifecheck

Configuration

e List of activated /
deactivated emergency
call functions.

Status

Device status:

Emergency call function

active.

Emergency call function
deactivated (by PNG

user).

@ Emergency call function
deactivated (by PNG

user).

Update time

Date and time of update.

Contact data:

& Contact data:

Level 1
Level 2

Level 3

Jorg Meier: +41111111111
Lukas Menzi +41222233333
Jim Knopf: +41333333333

Level 1
Level 2
Level 3

Depending on the activated
profile (escalation levels), one
to three profiles (levels) are
displayed here with all data
recorded under
"Administration" (phone
number, contact name,
additional information).
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4.1.5 Status log

In the "Status Log" tab, an entry (new line) with "time
strength” is displayed for each status change on the PNG device. The corresponding device must first be
selected in advance in the "PNG" tab.

The duration of the logs can be manually limited and user-defined.

battery capacity" and mobile strength "GSM signal

Crvmcti |chmcle coimmioe

77 N7 N0 1A AED

[smson] o | |
®1 Day 01 Week O customised
Device status Received at Battery capacity GSM signal strength
Device in charger 22,07.2019 14:42:17 95% -85 dBm (Strong)
Device active 22.07.2019 14:41:30 96% -85 dBm (Strong)
Emergency call initiated 22.07.2019 14:41:30 96% -85 dBm (Strong)
Device active 22.07.2019 14:40:55 96% -81 dBm (Strong)
Device inactive 22.07.2019 14:40:50 96% -83 dBm (Strong)
Functional check running 22,07.2019 14:35:52 96% -79 dBm (Very strong)
Functional check failed 22,07.2019 14:35:35 96% -77 dBm (Very strong)
Functional check running 22.07.2019 14:35:34 96% -77 dBm (Very strong)
Functional check failed 22.07.2019 14:35:29 96% -81 dBm (Strong)
Functional check running 22,07.2019 14:35:08 96% -81 dBm (Strong)
Functional check failed 22.07.2019 14:35.07 96% -81 dBm (Strong)
Functional check running 22,07.2019 14:35:07 96% -81 dBm (Strong)
Functional check failed 22.07.2019 14:35:00 96% -85 dBm (Strong)
Functional check running 22,07.2019 14:35:00 96% -85 dBm (Strong)
Functional check failed 22.07.2019 14:34:54 96% -83 dBm (5trong)

05 ADun (Chemnet

4.1.6 PNG log

The "PNG Log" tab shows the status details of the selected PNG. All status changes and transmissions
which have occurred are displayed here. Thus, the progress of any element (e.g. battery capacity) can be

tracked over time. This can be used, for example, to show that a PNG has an above-average battery
capacity loss, which would indicate the need for a replacement battery.

PNG-Log ||

Cuincii P P

97 N7 N0 14,3452

O1Day ® 1 Week O customised
Device status Received at Battery capacity GSM signal strength
Device in charger 22.07.2019 144217 95% -83 dBm (Strong)
Device active 22.07.2019 14:41:30 96% -85 dBm (Strong)
Emergency call initiated 22.07.2019 14:41:30 96% -83 dBm (Strong)
Device active 22.07.2019 14:40:55 96% -81 dBm (Strong)
Device inactive 22.07.2019 14:40:50 96% -83 dBm (Strong)
Functional check running 22.07.2019 14:353:52 96% -79 dBm (Very strong)
Functional check failed 22.07.2019 14:353:35 96% -77 dBm (Very strong)
Functional check running 22.07.2019 14:35:34 96% -77 dBm (Very strong)
Functional check failed 22.07.2019 14:35:29 96% -81 dBm (Strong)
Functional check running 22.07.2019 14:35:08 96% -81 dBm (Strong)
Functicnal check failed 22.07.2019 14:35.07 96% -81 dBm (Strong)
Functional check running 22.07.2019 14:35:07 96% -81 dBm (Strong)
Functional check failed 22.07.2019 14:35:.00 96% -83 dBm (Strong)
Functional check running 22,07.2019 14:35:00 96% -85 dBm (Streng)
Functional check failed 22.07.2019 14:34:54 96% -83 dBm (Strong)

05 AD e (Chrmmm
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4.1.7 Changes / Event

Incoming events for each PNG can be displayed in the "Changes / Event" tab. This applies to any
emergency calls and technical alarms. Search results can be limited to a time period and a maximum

number of lines.

from  15.07.2019

Changes / Events H “

Reset device

i) to  22.07.2019 =

Q search

Received at
22.07.2019 14:41:30
22.07.2019 12:28:10
22.07.2019 10:06:35
22.07.2019 10:05:43
15.07.2019 16:35:55
15.07.2019 16:18:07

Event
Emergency button (emergency call test)
Device Tumed On
Emergency button activated
Emergency button (emergency call test)
Device Tumed Off
Device Tumed On

Position

47.1893895N, 8.6785989E lessthan 1 Minute after the alert

lessthan 1 Minute
47.18962N, 8.67865E less than 1 Minute
47.18963N, 8.67862E lessthan 1 Minute
lessthan 1 Minute
lessthan 1 Minute

4.1.8 Communication

Under "Communication", messages can be sent to specific PNGs via the SOS Portal. Communication takes

place primarily via a data channel in the mobile network, provided the PNG has an active connection to the

SOS Portal (and is logged in with the mobile radio module switched on). Alternatively, an SMS will be sent to

the respective phone number. In the "Message" area, you can write messages and then send them by

pressing the "Send" field.

H Communication ”

Connection state:

Destination address:

Receiver.

Reset device

Connected @

9adb900

Max Muster

Message:
(2551 285)

Transmitted at

Sender Receiver

2207.2019 15:00:19 CustemerService Max Muster (9adb300) Sent

Transmission status Message

Hello world

Connection status

View the current connection status.

Destination address
recipient

The message is sent to the PNG field selected (field marked in red).
Destination address/ recipient information uses existing data, which should
ensure the message is sent to the right recipient.

Message: Text field to create a message for the recipient
(250 / 255)
To send the message.
=4 Send
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4.2 Emergency calls
This tab is not available for the "SOS.direct" product.

The "Emergency calls" tab contains only emergency calls that have not yet been closed. Once emergency
calls have been processed and closed, they can only be viewed in the "Archive" tab.

Note: In the emergency call simulator it is possible to issue an alarm type "test emergency call". This test
emergency call is displayed in the technical alarms and not under emergency calls.

As soon as an emergency call arrives at the SOS Portal, the display is updated, and the emergency call is
clearly displayed:

‘Organization - Dokumentsson_EN LEN) (0 - 0038}
omin

s . ] ] s

o Wi |
SWISSPHONE

Firstname, Name Max Muster | may
- [ 12

Department Sendces
Function head of unt
' Adaiicnal nformation Agd. lnfo

Satellite -

(CJshow ali focasons.
@ anpostions. O Only beacon position
Positons

4 #1(0)-Mo. 22 Jull 2010 185022
W Accept emergency call

§p Bmersency devics: v

Serial namber: S0
Device type: Mobte 250
Battery capacy: o
Status GPS module: Foma

L Medical mtormation:

.=

(p Emersency Times:

@ Contactanen:
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4.2.1 Process and emergency status overview

The process and emergency status overview gives a quick overview of which emergency calls are currently

accepted, undergoing further processing or closed.

The overview parameters displayed are:

e Process status

e |D (emergency call ID)
e Emergency status

e Emergency call time

e Person

e Position

e Event

e Device type

Firstname, Name: Max Muster
Mobile number.

Department: Services
Function. head of unit
Additional information. Add. info

W Accept emergency call

Localization ” Communication “ Record |

Log entry

712212019, 3:50:22 PM | SOS-|
Received

The execution process after an alarm input:

@ Orange |emergency call
accepted
® Blue rescue plan consulted

® Green |logentered

Upon customer request, the steps "Accept emergency call" /"Consult rescue plan" and "Enter log" can be

deactivated.

© Swissphone Wireless AG

Process Emergency call Process overview
status status
® Red open

W Accept emergency call

W Review rescue plan

\ Enter record

W Close emergency call
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4.2.2 Person overview

When emergency call is selected in "Emergency call status overview", all information about the carrier will be
posted in the lower left window.

Emergency Rescue plan Record
accepted read entered

First name, Name: Max Muster
Mobile number:

Department: Senvices
Function: head of unit
Additional information: Add. info.

Rescue plan:Display

| Display of:

Profile photo

First name, surname
Mobile phone number
Department

Position

Assigned rescue plan

When you click on a tab, a window opens below

Swiss coordinates:

@ Emergency device: v ) ) )
- : with further information.
E:} Medical infermation: 4
P Pomition: < | Only one window at a time can be opened.
O Emergency Times: <
& Contact data:
T v | PNG overview.
Serial number: Sadi ~* The content may contain more or different
Device type: i e information depending on the PNG.
Battery capacity: 96%
Status GPS module: Found
[l Medical information: ¥ | Medical information to optimise rescue
Blood group: measures.
@ Position: ~ | Location of the person in the building
GPS position:
Latitude 47.1893895
Longitude 86785989
Accuracy in meters. 20m

¥ 693 971
() Emergency Times: * | Emergency call time-period.
Emergency time: Montag, 22. Juli. 2019 18:04:47
Emergency age: 2 h before the alert
Position time: Montag, 22. Juli. 2018 16:04:46
Position age: less than 1 Minute after the alert
§» Contact data: ~ | Contact details
Level 1 Jorg Meier: +41111111111
Level 2 Lukas Menzi: +41222222222 The display depends on how many profiles have
Level 3 Jim Knopf: +41333333333

been unlocked and defined. In this instance, two

profiles have been defined.
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4.2.3 Emergency call handling

Essential emergency call processing functions are integrated in this area, for example the process plan and

the emergency status bar.

Firstname, Name:
Mobile number.

Department:
Function:
Additional information:

simulator” or used for training purposes.

© Swissphone Wireless AG

Max Muster

Senvices
head of unit
Add. info.

W Accept emergency call

Note: The development of an emergency call processing sequence can be tested with the "emergency call
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4.2.4 Communication

In the "Communication” tab the SOS Portal operator can send messages direct to a recipient as part of
emergency call processing.

Any messages sent here must be directly related to the handling of a specific emergency. For documentary
purposes any use should not involve operations which fall outside of this particular emergency handling (for
instance, for other emergencies).

Apart from a device connected via GPRS, other destinations such as e-mail, text messages to smartphones
or paging messages can also be sent to third parties. However, these must only be relevant to the current
incident, because such communications are logged as part of the current (i.e. ongoing) incident.

Communication H | Get Position from all devices Reset device Report

Connecion state: Connected @

Address type: Select ~

Message:

Select destination address: Select

Destination address:

Receiver. ’

Transmitted at Sender
23.07.2019 11:26:16 S0S-Portal Service
22072010 16:04:47 505-Portal Service o
22072019 16:0447 S0S-Portal Service GPRS Received (" Acknowledgement':32," Battery":98," Bea

“:null"BgrConfiguration”:null," DeviceType..

Connection status The following connection status displays are possible:
PNG is connected to the SOS Portal via a GPRS data
connection
Communication failure
@ PNG cannot transmit status information to the SOS Portal
el
Type of address Choice of communication platform (E-Mail, PNG, SMS, Paging,
IMASYS Alert, etc.)
Choice of destination Choose one of the listed, known destination addresses.
address
Destination address By selecting "More" you can make any necessary further entries
manually in the "Destination address" field.
Subject A subiject line only appears with the "E-Mail" option.
Message Message field.
(xxxlyyy) The system limits the number of possible characters depending on
the address type:
e Email: Max. 254 characters
e PNG: Max. 255 characters
e SMS: Max. 1,023 characters
e |IMASYS Alert: Max. 255 characters
Send the message
= Send
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4.2.5 Record

Emergency call processing creates a very high level of stress for the entire SOS Portal team. That’'s why the
SOS Portal offers logging as a support measure. It serves SOS Portal users as an instrument to document
the work done so it's always possible to check the current processing status.

Data sustainability is another very important aspect of logging. All relevant data is stored along with accurate
time and user data so that all details can be retrieved and viewed later.

Data security (protection against access by unauthorised persons and secure storage) must be given high
priority. Thus appropriate measures must be taken.

4.2.6 Video Broadcasting

| ” ” “ Video broadcasting [

Displays the available video broadcasts for alarms.
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4.2.7 Emergency call handling

4.2.7.1 Sending an emergency call

The PNG emergency call device has the option of transmitting both user-activated and automatic personal

alarms as an emergency signal to the SOS Portal.

4.2.7.2 Alarm simulator (optional)

The simulator can be used to test alarm processing and for training purposes.

The Alarm simulator field launches the alarm simulator, which then appears in a separate browser window.

Baiicipant
Evacuation : d36fb607-facb-4a11-9cdd-
87d4691939b9

Fire alarm : 7b363ed4-f3ed-430d-8c21-
b9002c8921d7

Security service : 3fa5196e-eeef-4c2c-a122-
ecfd1da8dba9

Max Muster : 9adb900

Alarm type

Emergency button (initial alert) ~
Localization type

GPS

Accuracy in meters : 20

/'_\.
SWISSPHONE

Position
Decimal 47.1896° N 8.67843°E
Degrees 47°11'22.75'N 8°40'42.35'E

e Send emergench

For localisation, you can specify either the building floor plan or GPS (including the level of precision in
metres). With GPS, the position can be defined with the mouse, provided that any simulated emergency call

is discontinued ("Send emergency call" button).

When selecting the localisation type "Building floor plan®, the building floor plan stored for the respective

selected "Position locator ID" is displayed.
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Emergency call

0/——-_-——_“\"‘.
SWISSPHONE

participant Erdgeschess Beacon 1D
Evacuation : d36fb607-fach-4a11-9cdd-
87d4691939b9

Biro Nord : 09999.00001

Fire alarm : 7Th363ed4-f3ed-430d-8c21-
b9002c8921d7

Security service : 3fa5196e-eeef-dc2c-a122-
ecfd1da8dbad

Max Muster : 9adb900

Alarm type

Emergency button (initial alert) ~
Localization type

Floorplan ~

® send emergency
vy

The alarm type "Test — emergency call” falls into the technical alarm category and is not displayed
for alarm processing in the "emergency calls" area.

With simulated test calls and activated localisation, PNG devices may deliver the coordinates of the
current location after a certain time.

Although soft keys appear within a simulation, they cannot be used to issue a simulated test
emergency call.

4.2.7.3 Emergency display

Because every minute counts in emergency call processing, emergency call acceptance must take place
immediately. In addition to the acoustic siren, optical support for emergency calls not yet accepted has also
been implemented in the SOS Portal. The display gives the number of unanswered emergency calls (here 1)
or open emergency calls (here 5):

T 1D Emergency status
i Acceptemergency: (1) § S Encrgency il I

These information fields are only displayed if emergency calls have not yet been accepted. Once all
emergency calls have been accepted, the audio signal stops and the information fields are no longer visible
or change their status.
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4.2.7.4 Accepting an emergency call

The first step for an SOS Portal dispatcher is the acceptance of an emergency call. This is done by pressing
the "Accept emergency call" field.

Upon customer request, the steps "Accept emergency call" / "Consult rescue plan" and "Enter log" can be
deactivated.

Press the "Accept emergency call” field to accept the
emergency call.

First name, Name: Max Muster
Mobile number:

Department: Senices
Function: head of unit
Additional information: Add. info

W Accept emergency call

@ Emergency device: v
Serial number: ‘9adb900
Device type: Mobile App
Battery capacity: 0%
g Medical information: <
@ Position: P
@ Emergency Times: P
6 Contact data: 4
D Emergency status The emergency call is listed in the "Emergency calls"
® tab.

The symbol is red.

As long as the emergency call has not been accepted
by anyone in the SOS Portal, there will be a red
symbol next to the emergency line and the "status”
will be displayed as "open".

As soon as the emergency call is accepted, the field

- retname, Name ox Muster changes from "accept emergency call” to "read
Mobile number: rescue p|an"
Department: Senices
Fun_ction ) ) head_afumt . ; ) ) )
SasTeoslizmaton (MR The process is visualised in the process plan with a
SRS tick beside the text “emergency call accepted”
eview rescue plan
¥ Revi pl
@ Emergency device: -
Serial number: 9adbo00
Device type: Mobile App
Battery capacity: 0%
E?ﬂ Medical information: A
@ Position: <
Q Emergency Times: A
b Contact data: A
@ The red symbol changes into an orange symbol.

The current emergency status changes to
“emergency call accepted”
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4.2.7.5 Read the rescue plan

In the second step, the dispatcher reads the stored rescue plan in the SOS Portal. This is done by pressing

the "Read rescue plan" field to display the plan in a new open window.

First name, Name: Max Muster

Mobile number.

Department Senices
Function head of unit
Additional information: Add. info.

Rescue plan:Display

W Review rescue plan

T v

Serial number: ‘9adb900
Device type: Mobile App
Battery capacity: 0%

g Medical information:

@ Position: <

o Emergency Times: A

$ Contact data:

Press the field "Read rescue plan".

The rescue plan deposited by the company or
individual will open in a new window.

The rescue plan opens in a new browser window.

Depending on the browser setting, opening a
rescue plan may be suppressed. Set up your web
browser to allow opening new windows from the
URL.

1D Emergency status

The orange icon changes to a blue icon.

The current emergency call status changes to “rescue
plan read"

First name, Name:
Mobile number.

Max Muster

Department: Senices
Function; head of unit
Additional information: Add. info

Rescue plan:Display

W Enter record

@ Emergency device: v

Serial number: 8adbS00
Device type: Mobile App
Battery capacity: 0%

E?ﬂ Medical information:

@ Position: 4
o Emergency Times: <

& Contact data:

As soon as the rescue plan has been opened, the
field changes from "Read rescue plan” to "Enter log".
The process is visualised in the process plan. The
rescue plan can now be opened at any time by
pressing the "Display" field.

If no rescue plan has been defined, a document
will appear which confirms that a rescue plan is
non-existent.

© Swissphone Wireless AG

Operation manual

31



SOS-Portal

4.2.7.6 Log recording

In the third step, the dispatcher logs the current emergency in the text field. This is then saved as a log entry.

Localization | Communication Record |
Firstname, Name: Max Muster Log entry
Mabile number:
- Department. Sernvices
Function: head of unit
Additional information: Add. info.
Rescue plan: Display
4 Enter record
@ Emergency device: v
Serial number: 9adb900
Device type: Hobile App
Battery capacity: 0%
g Medical information: 4
Q Position: P Save .
@ Emergency Times: . .
6 Contact data: P
Log recording Select either the "Log" tab or press the field "Enter
log" to get into the "log" tab.
Log entry If required, note additional information about the
emergency call here.
This information is then logged in the field to the right
of this, together with the date and time
Press "Save" to save to the log document.
As soon as a log has been entered and saved, the
rstname tiame S field changes from "Enter log" to "Close emergency
Mobile number: Ca”"
2 Semoes The process is visualised in the process plan.
Additional information: Add. info.
Rescue plan Display
W Close emergency call
@ Emergency device: v
Serial number: ‘9adbS00
Device type: Mobile App
Battery capacity: 0%
Ei. Medical information: P
@ Position: 4
O Emergency Times: 0
& Contact data: 4
D Emergency status The blue symbol changes to a green symbol.
® The current emergency call status changes to "Log
entered".
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4.2.7.7 Closing an emergency call

The fourth and final step for an SOS Portal dispatcher concerns the closure of the emergency call.

Press "Close emergency call".

First name, Name: Max Muster
Mobile number:

The emergency call is closed and is no longer listed
Detatneg Sorices in the “Emergency Calls” tab.

Additional information: Add. info.

Rescue plan Display

W Close emergency call

@ Emergency device: v
Serial number: 9adb200
Device type: Mobile App
Battery capacity: 0%
@ Medical information: P
e Position: P

@ Emergency Times:

$ Contact data:

SWISSPHONE

[0 Emergency statiss Emergency time Parson Psition Event Device type

4.2.7.8 Viewing closed emergency calls in the archive

Emergency calls, as well as technical alarms, can be viewed in the "Archive" tab for audit purposes. Here
you will find all the information that was entered automatically by the SOS Portal, as well as information
entered manually by the SOS Portal dispatcher (log).

(@ Emergency devices | | & Emergency calis | | A\ Technical atarms | [Ty SWISSPHONE

om o
13.08.2019 20.08.2015

8202019, 4:08:32 PM | CustomerService.

Max Muster | Log sntry Closed
81202019, 4207:24 PM | CustomerService

Senices ord entered

e of unit

Aaa. info 82012019, 4:07:24 PAM | CustomerService.
Adtion exscuted

Display

2202019, 40346 PM | CustomerSenvice.
Rescus pian resd
82012019, 40214 P | CustomerService.
Emergency accepied

Serial number: Sadis0 BI2012019, 3:54:18 PM | SOS.Portal Service
Recewed

Device type: usoie agp

Battery capscity: 23
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4.3 Technical alarms tab
This tab is not available for the product "SOS.direct".

A technical alarm can be triggered or displayed for different purposes. The trigger is usually an emergency
call test carried out by the carrier on a PNG device.

Depending on the device configuration, a technical alarm can also be generated if, for example, a PNG’s
battery appears to have a low residual capacity.

4.3.1 Display overview

The display duration of technical alarms in the "Technical alarms" tab can be individually configured in the
"Account" area. Regardless of this setting, all technical alarms can always be viewed under the "Archive"
tab. Visual support is displayed for technical alarms (in a similar way to emergency calls).

Orgenization okumartaton_EN
SUS selfcare+ ogaeais

5

e e
@Emergency devices | | 1 Emergency cails | ARaAC Ed | S Archive SWISSPHONE

Emergency call test [ocatzation | commanication | rec:

E’fﬁ:“::':’m :;::. Connectonstate  Conecled ()
= e
® anposmons. -
i) Sueniyansses v » #1(0)- DL, 20. Aug. 2019 162518
e ‘
Q Emergency Times: "
. -
. D Emcrgencylaiuy Emergency time Technical alarms are marked using a purple
symbol ([®)
The number in the indicator represents the
/\ Technical alarms number of technical alarms.

The indicator functions the same in the
"Technical alarms" section as it does in the
"Emergency calls" section.
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4.4 Archive tab

4.4.1 Display overview

The "Archive" tab contains all emergency calls and technical alarms. As soon as emergency calls or
technical alarms have been closed in their respective logs, they can only be viewed in the archive.

T -y
SWISSPHONE

19982519 M Murter
20082019 155419 Max Muster

Locanzation | communication | Recors

Firstname, Name: Max Muster L)
Mobile pumoer Comection state:  Disconnected (53
Department Serices Pusian wbais

Funcsion head of unit = v
Aadmonal informaton Add. Info.

Stap updatag

Rescue o Disolay R . ¥ Localization - #1
s ol Dstow i ocasons Y Position time: Dienstag 20 Aug_ 2019 162518
© Al positions o} . Positon age “

Longitude: 003954
g Emerveney dovics: .

Serial number: Saduito

Device type: uete A0
Battory capacity: o
Status GPS module: Found

O Povition:

() Emergency Times:

i Comact dma:
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4.4.2 Archive overview

All emergency calls and technical alarms received are displayed in the "Overview of technical alarms"
section and can be narrowed down using the search filter.

@ Emergency devices || & Emergency calls || /A Technical alarms

Emergency time

2008.2018 155413

from

=

SWISSPHONE

— - - —

Search filter

ID

People

Date (from - to)
Status

For a quick, individualised and targeted search,

you can select or enter filter criteria.

Search results are then displayed in the archive

overview,

Max. lines

Define the maximum number of lines to be

displayed.

If there are further lines to display, a scroll bar

appears on the right.

Search

Activates a search.

Reset

Deletes search criteria.

Export

Exports the search results as a file in CSV
format for easy integration with the most
common editors, spreadsheets and word

processing programs.

CSV stands for Comma-Separated-Values, i.e.
all values are separated by commas, e.g.
32095, Closed, Swissphone_De, Peter Meier,

emergency call button pressed, ..

You have chosen to open:

[:] export.csy
which is: Microsoft Excel Comma Separated Values File
from: hitps://ses-testl swissphone.com

‘What should Firefox do with this file?
@ Qpen with | Microsoft Excel (default) v
() Save File

[ Do this automatically for files like this from now on.

0K Cancel

The procedure for saving this CSV file is

browser dependent.
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4.4.3 Archive backup

In certain intervals were backups of the archive made to unload the database.

Organization : Dokumentation_EM [Dokumentation_EN] (1D : 0039)

Logged in as: CustomerSemnice (S0S-admin)
| Help | Feedback | Log off |

& Account AR%Administration

== Archive Backup J Emergency call simulator

After the click on "Archiv Backup", a new window shows in a dropdown menu the available backups.

50S-Portal :: Archive Backup

Archive : Choose Archive 1 ~ Go

Afterwards the portal shows as sos.history. The handling is the same than in the archive. Every event is
traceable and can be displayed. It's also possible to export a list of events.

Organisation Dokumentifion_DE (1D 0037)
Ameiden

Archiv: April 2019

ey
SWISSPHONE

03.052019 151619

Notrdtaste gedrucit
49647 03.052019 150634 15320286 Gebaudeplan Notrudtaste gedricit Mobie App
496540 03.052019 1501:15 iPhone Six Notnftaste Mobile App
496534 03052019 150022 1Phone Sa Notrustaste gedricit Mobie App
96527 03.052019 145936 iPhone Sac wtaste gedrucit
a6 03.052019 145848 iPhone Sec o

03.052019 145755

Vomame, Name:
Mobinummer.

Ateilung ® Ase Postonen O nurBaken-Positionen
Funson

2usstache nformationen Pestomn

Reftungssian sarsigen
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4.5 "Tracking" tab (optional)

With this option is’ possible to get the position of the emergency call devices without being in the alarming

State.

e
B Show accuracy

% Show postion
W Combine ientcal locations

= ey
SWISSPHONE

TR Fistname tame Max Muster
Mozl numoer

Department. Senices
Funcson head of unit
‘Aggsonal information Add.nfo.

4.6 Localisation

The position of the person is displayed in the "Localisation" tab and consists of four elements:

e Overview and action fields — connection status, update position, stop update, display all localisations

e Positions — List of localisations
e Map — geographical representation of the location

¢ Building floor plan — location of the position locator (person) inside the building

Localization u Communication H Record ‘

‘Get Position from all devices

J Reset device J Report

£y Map ‘ Building plan
Comnection state: ~ Connected ()

R —— Buro Nord (PM)
[ Position update |

Show details...

[ stopupgating | Erdgeschoss

CIshow all locations

@® Al positions O only beacon position

Positions
» #2(0)-Di, 23 Juli. 2019 11:26:14
» #1(1)-Di., 23 Juli. 2019 11:26:12
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4.6.1 Overview and areas of activity

Depending on your choi

ce of PNG and its configuration, not all functions may be available.

|chaliu\inn ﬂ Communication " Record ‘

Get Position from all devices J

Reset device J Report J !

Connection state:  Connected
[L.___Positionupdate__|
[J'show all locations

® Al positions O only beacon

Satellite -

Search in Google maps

7
e N

Localization - #2

Position time: Dienstag, 23. Juli. 2019 11:26:14

position Position age:  less than 1 Minute before the alert

» #1(1)- Di,, 23. Juli. 2019 11:26:12

Latitude: 47.19476
Accuracy in meters: 1899

Longitude: 8.67670

Connection status

Indicates whether the PNG is currently connected to the SOS Portal.
An active connection is established via a GPRS data connection.

Update position

Clicking on "Update position" asks the PNG to send a current position.
Because of data protection issues, PNGs only send position information to
the SOS Portal when in emergency call status.

Stop updating

Depending on their configuration, PNGs regularly send position
information as soon as an emergency call state is triggered.

Press "Stop Refresh" to send a command to the PNG to disable this
feature.

Display all
localisations

Expand or collapse the list of localisations

Automatic centering
of new position

Automatically centres the map on new positions.

All positions Both GPS and beacon positions are displayed.
Only beacon Only the beacon positions are displayed.
positions

In the event of an emergency call, localisation is turned on to facilitate rapid intervention. While an
emergency call is localised, if the person triggering the emergency call should move, the recording of
localisation data is limited to the duration of the active emergency call.
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Positions
v #2 (0)-Di., 23. Juli. 2019 11:26:14
v #1(1)- Di., 23. Juli. 2019 11:26:12

Location information may consist of either
coordinates or indoor location information:

e (O) = GPS coordinates for "Outdo
e () =indoor position information fo

GPS

or"
r indoor

Click to expand or collapse the entire list of localisations.

With this button it is possible to reset the selected PNG,

Reset device y regardless of its emergency call status.
Presentation of reports.
Report
A
. ) This Button requests the positions of all PNGs.

Get Position from all devices = |¢'s useful for the following situations:
(optional) e To mobilize the territorial next assistant trough
4 the alarm departmental manager.

SOS-Portal :: Get Position from all devices x| e Knowledge of the number of persons in a

Record : Reason| Go

specific area, e. g. in case of a bigger

happening.

=>» Because of privacy protection is this request
temporally limited and needs a log entry.

Note: The administrator can change the duration of the
localization (Menu "Emergency device localization,

Duration").

As soon as the localization is active, the p
PNGs will be displayed. The operator can
view of the map, the amount of the PNGs
updated.

osition of the
change the
will be

If the group size is deactivated, the PNG counts as one

person.

PNGs on the map section are blue, PNG outside the

map section are grey.

PNGs with current position information are displayed with
a green pin, older information are displayed with a red

pin.

JLokaIisierung ” Kommunikation H Protokoll ‘

Positionen von allen PNG's abfragen

PNG zuriicksetzen

——
J

=)

Karte

Verbindungsstatus:

Verounden (%)

Position aktualisieren

. Stopp Aktualisierung__|
[CJatle Lokalisierungen anzeigen
@® Alle Positionen O Nur Baken-Positionen

[ Alle PNG Positionen anzeigen

Positionen

TP TV
) Satellite

| Anzahl PNG's im Kartenausschnit: 2

Anzahl PNG's mit akueller Position : 2
Anzahl PNG's mit veralteter Position : 1

Anzahl Personen im Kartenausschnitt : 10

. | Gruppengrofie : 5

15520.1 B, B (Dokumentation_DE)
Tel.: +41793010940
Positionszeit 17.05.2019 11:42:23 i

ex handy 10, ecom (Dokumentation_DE)
Tel.: +41798803196
Positionszeit 17.05.2019 11:42:20 /

Six, iPhone (Dokumentation_DE)

Tel.: +4180888888

Positionszeit 17.05.2019 11:25:18 f
Gruppengrofe : 5
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4.6.2 Map

Indoor position locators are stored along with map coordinates and can therefore be displayed on a map.
Map displays can be used in both indoor and outdoor positions. There are two different options:

e Only outdoor coordinates (GPS)
e With indoor position locator

Only outdoor coordinates (GPS): Only the "Map" tab is displayed

l Localization " Communication || Record | Get Position from all devices

c on state: G @
1 Position update
|

g[opﬁy&gflng

. Localization - #2
show il locations y Position time: Dienstag, 23. Juli. 2019 11:26:14
@ All positions O only beacon position Position age: less than 1 Minute before the alert

Latitude: 47.19476 Longitude: 8.67670

[ show all device positions Accuracy in meters: 1899

Positions
« #E(O)-BL 23, Juli. 2019 11:26:14
» #1 (1) - Di., 23. Juli. 2019 11:26:12 ™.
& 5aint Productions” g ;

® bavidciedh e WlE taxi Thalwil

@ St. Marlen\
X

With indoor position locator: Two tabs "Map" and "Building floor plan" are displayed:

l Localization " Communication || Record | Get Position from all devices

Jﬂap || Building plan |

C ion state: C @

Position update

Stop updating &
A - " .
oeres Localization - #1

) \ -
L showalllocations ann S Position time: Dienstag, 23. Juli. 2019 11:26:12

@® All positions O Only beacon position g Position age:  less than 1 Minute before the alert
A B Bike'Shore
\ Latitude: 47.18961 Longitude: 8.67864
Show all device positions
Terrain Building Sector Beacon transmitter
= g Neubau Biro Nord oncept2y(S
Rostions Dokumentation_EN (Hochhaus) 3. Stock mbFiRUdergerate
» #2(0)-Di., 23. Juli. 2019 11:26:14 iy S
+#10)-D1, 23 Jul 2019 112672 7 : A

] r
B Toxsana Reglcf

ave
&
Q

| M| Terms of Use_Iragery £20iteriigit
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4.6.3 Building floor plan
When transmitting indoor positions, a building floor plan is displayed if it has been stored in the SOS Portal.
Thus, for indoor positions, both the map display ("Map" tab) and the building floor plan display ("Building floor

plan" tab) can be selected.

The GPS coordinates of a position locator can be represented via four possible granularities:

Area of terrain e.g. GPS coordinates of the factory site showing several buildings.

Building e.g. GPS coordinates of the building on the factory site which
contains a cement mill.

Sector of building e.g. GPS coordinates of the cement mill in the building.

Location of position e.g. exact location of the position locator inside the cement mill.

locator

J Localization H H ‘ Get Position from all devices Reset device Report

2 J:U Building plan

Connection state: Connected ()

Biiro Nord (PM) Show details...

Erdgeschoss

[Jshow all locations

® Al positions O only beacon position

[ Show all device positions

Positions
» #2(0)-Di, 23 Juli. 2019 11:26:14
v #1(1)-Di, 23 Juli. 2019 11:26:12
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5 SOS Portal administration

5.1 "Account" section

Organization : Dokumentation_EN [Dokumentation_EM] (10 : 0039)

Logged in as: CustomerSenvice (S05-admin)

| Help | Feedback | Log off |

a Emergency call simulator % Account A% Administration

In the “Account” section, you can define, select, or change primary data such as account information, auto-

forwarding information, users, and alarm tones.

To open the "Account" section, press “Account”. which opens a new browser window. Closing the browser

window also closes the "Account" section.

5.1.1 Account

The “Account” tab displays the company's coordinates (or its headquarters), the duration of technical alarms,
and remote-lifecheck trigger delays.

Organization | Dokumentation_EN v

(sl cormmariaton | cortacts | User samiisiraton | arm tomes | Wap overiay | 305 voios austo s |

n/—\-
SWISSPHONE

Dokumentation_EN (ID: 0039)

Open popup window in new tab

Latitude

Longitude

Replace by map coordinates
Enlargement (0 - 21)

Type of map

Localization considered as obsolete (min)
UUID iBeacon value (Hex)

Technical alarms

Display time (h)

Emergency device localization

Show devices from all organisation
Show new locations only

Duration (min)

Zoom out limit

Remote Lifecheck

Execution delay ‘Remote-Lifecheck (min)
Show Lifecheck menu

Prioritising In-house positions

Time span (tolerance in seconds)

(-2 - T~ I I I I~

eeee e

e

-]

]
51.52927
-0.03954
Replace
17
Satellite with description v
10
00000000-0000-0000-0000-000000000000 Replace
24
]
]
5
0
1
]
20
Save

Satellite -

United
Kingdom

Ireland

Portugal
Spain

Cancel

Norway

Netherlands
Germany
Belgium
Caechia

Austria
France [ %%

Croatia

Italy

Finland

. Estonia

Latvia

Lithuania

Belarus

Slovakia Ukraine

Moldova
Hungary

Romania

Serbia.
Black Sea

Bulgaria Ge

o

Greece

Optional:

An administrator in the SOS.enterprise version can customise configurations in the associated

SOS.selfcare+ version. This field is used for that purpose where the organisation can be configured is pre-

selected:
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Organisation

Latitude
Longitude

Manual input of latitude and longitude as a decimal value.

Replace by coordinates
Replace

Latitude and longitude can also be entered automatically.

Left click the mouse and drag the marker (
location.

By clicking on "Replace" the coordinates are automatically
transferred to the latitude and longitude fields.

Press "save"

)to the required

Enlarge (0-21)

Map display: This is where the map section defaults are set:
0 = minimum zoom (global)

21 = maximum zoom (most detailed map view)
Recommended setting: 17

This set value will apply to all online users.

Map type

Select the map display format here.
Satellite labels view — street names, businesses, villages, etc are
shown.

Map View

Map Qo

Satellite view - without street names, businesses etc.

The default view will not become active until the user has logged
on again.

Localisation timed out (min)

After an emergency, this defines the point in time from which an
emergency is no longer considered current.

Specify after how many minutes a position should be considered
obsolete.

Outdated position data are marked red in the SOS Portal.
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Technical Alarms

Display time

Defines the display duration of the technical alarms. Once this
duration expires, the alarm is only visible in the "archive".
Specify how many hours should elapse before a displayed
technical alarm is moved to the "archive

PNG location function

Display only current position

Activate to show the current position in the PNG locator

Localisation duration

Duration of time PNGs actively transmit their current position.

Minimal zoom

Limiting the zoom option.

Remote-Lifecheck

Trigger remote-lifecheck

delay (min)

A remote-lifecheck activates a time alarm on both the terminal and
the SOS Portal. If the time alarm is not actively stopped (either on
the terminal or on the SOS Portal), an emergency call will be
initiated after the timeout period. Depending on the current
connection, the terminal will require a certain amount of time to
stop the time alarm.

The trigger delay defines the waiting time between the expired
remote-lifecheck and initiating an emergency call on the SOS
Portal. Define the waiting time in minutes (after the remote-
lifecheck has expired) until an emergency call is triggered on the
SOS Portal.

In-house prioritisation of position data

Time window (tolerance in

seconds)

Time period allowed for a beacon to determine the current
location.

5.1.2 Communication

In the "Communication" tab settings can be made for sender, automatic forwarding and automatic feedback

to PNGs.

7

*/

| EN

u/—\\ .
SWISSPHONE

=TT

Sender settings

Sender for SMS forwardings
Sender for e-mail forwardings

Landiine sender

Automatic forwardings
Message for automatic forwardings

Autom. forwarding for subsequent localization

50SVoice

Automatic response to emergency device

Emergency call: device / person activ
Emergency call: device / person inactiv
Emergency call test device / person activ

Emergency call test device / person inactiv

808 Vaice pin and number of escalation addresses

Ring time, PIN entry timeout and number of call repetitions:

Qe

Qoo e

S0S-Portal
noreply @swissphone-monitor.com
12345

Default

Edit Default

0000 3

Emergency dispatching successfully initiated.

Emergency dispatching initiation failed. Device / person not registered or not activated.
Emergency call test successfully initiated.

Emergency call test initiation failed. Device / person not registered or not activated.

Default
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Sender settings

Any messages sent via the SOS Portal require a sender address. These natifications affect both
individual messages and automatic redirects.

Sender for SMS forwarding

Specify the name used for sending SMS here.
Use the phone number of your alarm agent. Alphanumeric address
can maybe blocked from your mobile provider.

Sender for e-mail forwarding

Specify the name used for sending e-mails here

Sender for landline

Specify the sender’s phone number here

Only numbers can be entered, e.g. +41 12 345 67 89

Entry with or without spaces.

Depending on the provider's service, the SMS messages will be
read out, or otherwise delivered as a text message.

Default

Press to reset all sender addresses to their default values.

Automatic redirects

Automatic forwarding can be customised (terminal device, message).
Up to three profiles (al, a2, a3) can be defined for individualised message forwarding. Activation
of the number of profiles and message texts is handled by Swissphone Customer Support.

Message for automatic
redirects

Press "Display" to view the automatic forwarding message
structure.

Automatic forwarding on
localisation

Activate this check box if you want automatic forwarding for each
localisation.

Please remember that this may incur high costs depending on the
number of redirects and data volumes.

SOS voice is used for acoustic alerting (Voice) for example via phone

SOS Voice Pin and number
of escalation addresses

Pin for access.
Number of escalation addresses.

Ring time

Waiting time in seconds, maximum 60 seconds.

Pin entry timeout

Waiting time in seconds, maximum 30 seconds.

Number of call retries

Number of repetitions, maximum 4.
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Automatic feedback to PNG

The automatic response to PNGs for emergency calls or test emergency calls can be specified.

Emergency call: PNG/ person
active

Specify the text which is sent to the PNG as soon as the PNG’s
emergency call arrives at the SOS Portal.

Emergency call: PNG/ person
inactive

Specify the text which is sent to the PNG if the emergency call
cannot be initiated.

This will apply if the PNG or the person is inactive.

Test emergency call: PNG/
person active

Specify the text which is sent to the PNG as soon as the PNG’s
test emergency call arrives at the SOS Portal.

Test emergency call: PNG/
person inactive

Specify the text which is sent to the PNG if the test emergency call
cannot be initiated.

This will apply if the PNG or the person is inactive.

Default

Press to reset all texts to the system default texts.

5.1.3 Traffic light system (optional)

In this tab, the texts for the traffic light system are defined.

| Account || Communication H Traffic Light System " Contacts H User administration ” Alarm tones ” Map Overlay || 508-Voice audio files

Traffic Light System
Message for traffic light (Red)

Message for traffic light (Yellow)
Message for traffic light (Green)
Message for traffic light (Purple)

Message for traffic light (None)

Fixed text traffic light system

Message #1 for traffic light (Orange)
Message #2 for traffic light (Orange)

Message #3 for traffic light (Orange)

Message for traffic light (Red)

Message for traffic light (Yellow)

Message for traffic light (Purple)

[~ I~~~

(

A
Message for traffic light (Green)

(

(

Message for traffic light (None)

-~

Message #1 for traffic light (Orange)

@

Message #2 for traffic light (Orange)

@  Message #3 for traffic light (Orange)

The traffic lights are controlled in the user interface:

@ @ @ @ @ Message for traffic light (None)
(o E— ]

The texts and the traffic light status are forwarded to the SOS mobile app, which displays the traffic light
colour and informs the user via notification.
For further information, please refer to the SOS Mobile App user manual.
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5.1.4 Contacts

Administrative contacts can be placed in this tab to allow Swissphone to inform customers about product

changes or downtimes.

Dokumentation_EN ~

e
o .
SWISSPHONE
‘Au:uunt H Communication ‘ Contacts ‘ User administration H Alarm tones H Map Overlay H $0S-Voice audio files ‘
Address. Description Type +
info@info.ch info Email *
Save [ Cancel

5.1.5 User administration

The "User administration” tab is where users can be created, changed (user roles, language, password) and

deleted. Depending on their permissions (user role), users defined here will have different access rights to

this account via the SOS Portal.

Dokumentation_EN ~

— .
SWISSPHONE
User administration
S0S rtal users S0S rtal user |

Status active

Enable login URL
User group
Username

Password

Password confirmation

Language

Administrator
admin
ssseeeee
ssssssse

English
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SOS Web Portal user

Pressing the icon creates a new SOS Web Portal user.
Enter the details in "SOS Web Portal User Administration".
Once saved, the new user information is displayed in a separate line.

b Press this icon to delete a user.
The system will ask for confirmation.
Save Save new users or changes.
Cancel Cancel the entry or changes.

SOS Web Portal user administration
Each SOS Portal user must be assigned user rights, which are structured as follows:

Alarms/ PNGs/ Administration Account
Localisations A\ Administration | % Account
Observer View only
User/ dispatcher | Handling and processing
Manager Handling and processing \
Administrator Handling and processing \ \
Active status Enable or disable a user.
A disabled user can no longer log in.
Activate login URL Activation allows direct login via URL parameters (?
u=user_nameg&p=password&c=organisation).
User groups The given user groups have the following user rights (see table above).
User name Specify the desired user name.
Password & Specify the desired password.

Password confirmation ;| An administrator can always change a password.

A password cannot be viewed by users.

Language Select the user language.

The SOS Portal language can be individually selected for each SOS
Portal user.
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5.1.6 Alarm tones

In the "Alarm tones" tab you can manage individual sound files. All of the SOS Portal’s default sound files are
labelled "(standard)" and cannot be removed.

[ Orgaizaon| Dolumension f___-

u/A\ .
SWISSPHONE

[necoune] H \I [ arm tomes | H

Available alarm tones Assignment of alarm tones
» Disconnectmp3 (Default)
» Emergency.mp3 (Default)
» Siren.mp3 (Defaulty

Emergency calls Emergency.mp3 (Default) S0

® R R R

Technical alams Disconnect.mp3 (Default) <
+ System.mp3 (Default)
System Alarms System.mp3 v @)

Default

Available alarm tones

Press to add new sound files.

File format: mp3.
b= Press to delete alarm tones, except standard alarm tones.
Disconnect.mp3 Standard alarm tones can be played using the speaker icon.
Emergency.mp3
Siren.mp3

Assignment of alarm tones

Each alarm type (emergency call, technical alarm) can be assigned an individual alarm tone. The
"Standard" setting uses the default Swissphone assignments. Clicking the sound icon plays the
sound file.

Emergency calls Select the desired alarm tone.
Technical alarms Select the desired alarm tone.
System alarms Select the desired alarm tone.

To disable an alarm tone, just upload a sound file that contains only silence. Swissphone does not
recommend to disable an alarm tone.
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5.1.7 Map overlays

KML or KMZ map overlays can be stored in this tab. This is a useful feature where customer-specific maps
are to be used.

Both KML and KMZ are standard overlay formats which can be used with Google Earth and other platforms.

Organization Dokumentation_EN =

e
SWISSPHONE

This symbol “+” opens the upload window to load overlay data.

Map overlay file selection n

Browse... Mo file selected. : Upload :

Group Display
v Show All

Group displays allow you to combine multiple overlays and display them simultaneously with one click.

© Swissphone Wireless AG Operation manual 51



SOS-Portal

5.1.8 SOS-Voice audio files

This feature allows the import of custom SOS-Voice audio files which can be played as alarm signals.

Dokumentation_EN ~

————
SWISSPHONE
‘ Account lI I Contacts | User I Alarm tones H ap Overlay | 808-Voice audio files
. Avallable SOS Voice ki . Detalis SO% Vol
Filename ()}
Caption
Save Cancel

ﬁ Press to add new sound files.

$05-Voice audio files

No file selected. Upload

File format: mp3.
oy Press to delete alarm tones, except standard alarm tones
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5.2 "Administration" section

Organization : Dokumentation_DE [Dokumentation_DE] (1D : 0037)

Logged in as: CustomerSemnvice (S05-admin)
| Help | Feedback | Log off |

L Emergency call simulator

& Account AR Administration

In the "Administration" section, the following settings can be viewed, changed or deleted:

e Administration (persons, devices, contact details, automatic forwarding, etc.)

e Rescue plans

e In-house localisation (with position locator)

e Soft keys (optional)

5.2.1 Management

5.2.1.1 Personnel and device management

The "Administration" tab includes persons, devices, soft keys and contact details, as well as medical
information and forwarding. This data can be appended and changed by an administrator.

Orgenizstion] Dokumentation EN_ - |

| staft and device ] contact ata | Medicat information | Autom. forwaraings

n/—\'
SWISSPHONE

Status active (]
Restricted user administration @

Name

First name

Wobile phone (]
Department

Function

‘Addtional mtormation
Emerpency device.
i 0000000

35 |

Profile picture
Device administration

| Status active

Lifecheck on disconnecton
Sertal number

GSM no. of device
Desaription

Adational information

@ rone

Selectrescue pian

o

o [m]

O 9adbs00

@  +410000000
9adb900

QO cene

Lifecheck duration [0] Minutes

ol Q  mawisuai

>}

By checking the ‘restricted user administration' option, an employee’s profile settings is 'overruled'. Thus the
user cannot change these parameters in order do avoid mistakes or misconfiguration.
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Personnel

List of people

The currently selected person is framed by a red bar.
All related details are shown to the right of the bar.

Members Search ¥

(optional)

Customers with different organization have the possibility to move
devices from an organization to another. Clicking on the + symbol will
open a new window.

Name
First name

Emergency device

Please enter Name, Firstname and at least two character of Serial Number.
Alternatively you can also enter complete Serial Number.

Data verify Submit request

For a successfully transfer all the blue notes in the box must be
considered.

A click on the button "request transfer" in the next step to confirms the
transfer, if the data is valid.

After a successful transfer, the SOS Mobile App will show a
confirmation.

=>» Note: serial numbers of iPhone and Androids are different.

People management

Status: active

"Active" persons who can trigger emergency calls are displayed in
black letters.

"Inactive" persons are shown in red letters.

Users with "Manager" and "Administrator" roles can deactivate a
person if, for example, he or she will be absent for an extended period
of time (illness, pregnancy, travel etc.)

Surname Enter person’s surname and first name.
First name
Mobile phone Mobile number of device or user.
This number will be contacted if there are queries or false alarms.

Department Enter required information.
Role
Additional information Free text box for additional information about the person.

Profile picture You can upload a photo of the person.

Format: jpg, png
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PNG
PNG-List All PNGs assigned to this person are displayed.
One person can be assigned multiple PNGs.
"Active" devices are displayed in black.
"Inactive" devices are displayed in red.
The currently selected PNG is indicated by a red frame.
Details of the selected device are listed under "Device Management".
Rescue Plan
Select rescue plan Here you can assign available rescue plans to the person.
@ None None The person was not assigned a rescue plan. If a
general rescue plan is defined, it is automatically
O General assigned to all persons. However, the description
(None) means there is no rescue plan.
o Individual General The person has been assigned the general rescue plan
Individual  The person has been assigned an individual rescue
plan.
View Opens the rescue plan in PDF format.

Device management
The window content may vary according to the type of PNG.

Status active "Active”, emergency calls are displayed in the SOS Portal.
"Inactive”, emergency calls are NOT displayed in the SOS Portal.
Alarm display and Activates the alarm view and feedback view in the SOS App.
feedback
Remote-Lifecheck on If the device connection is lost (outside the reception area), the
connection loss Lifecheck will start automatically after 4 minutes.
Variable group size Activates the variable group size function in the SOS-Mobile app.
Serial number The PNG serial number.
PNG GSM number Mobile number, with country code (+41XXXXXXXXX).
Enter mobile number without spaces.
Designation Any name or standard reference number.
Additional information Free text field for additional information about the PNG.
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5.2.1.2 Softbuttons

Up to 8 Softbuttons can be ordered by Swissphone the administrator on the customer side can afterward

customize the buttons (name and color).

Dokumentation_EN v

Administration ‘ Rescue plan H Inhouse localization H Device monitoring H Configuration Mobile APP‘

—_—
°SWISSI'I'"J'NE

Members Search ¥ 2+ &
» Muster, Max

» Security senvice,

Staff and device administration ‘ Contact data H Medical information ” Autom. forwardings |

Status active
Name
Firstname
Mobile phone
Assign button
Department
Function

Additional information

N . Devi

Fire alarm

%

@ wone

I Select rescue plan

| Profile picture |

QO ceneral

LB

Q  mawidual

Serial number @  7b363ed4-fed-4300-8c21-b9002cB921d7
GSM no. of device o
Description Fire alarm

Additional inform ation

5.2.1.3 Contact details

As soon as an emergency situation occurs, the rescue plan is systematically processed by the SOS Portal
users (e.g. dispatcher). Contact details may already be noted. Nevertheless, there is a separate area for

each person profile where contact data such as phone number, name and other detail and designations can

be stored.

Dokumentation_EN ~

Administration ‘ Rescue plan H Inhouse

[Gevice montorm |

Mobile APP‘

—
SWISSPHONE

Save

Members searcn v © [ stafr and device aaministration | Gontact gata] medical information [ autom. forwaraings
+ Evacuation,
» Fire alarm, Level 1 contacts & linistration of contacts.
[vHanshisier st 8 comactnumoer +41111111111
» Security service, Contact name Hans Meier
Additional information
lowizewacs ©  Administaonofcorlacts
Contact name Lukas Menzi
Addifonal information
[ dimknopt 41333333383 Contactnumber +41333333333
Contact name Jim Knopf

Additional information

Cancel )
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You can define up to 3 contact levels for a manual escalation. These contact levels are adopted
as part of an escalation process (defined separately, or within a rescue plan). This often happens
as part of a temporal escalation. Depending on the requirements and integrated processes, the
practical application may be implemented differently.

Personnel
Personnel List of people registered.
The person currently selected is indicated by a red frame.
Level 1 contacts Several contacts can be recorded and defined for each level.
Level 2 contacts
Level 3 contacts
Contact management
Phone number Phone number with country code.
Name of contact Surname, first name of contact.
Additional information Free text field for additional information, such as spouse, parent, etc.

5.2.2 Administration: Medical Information

Medical information is a particularly sensitive type of data from a data protection perspective. The person
concerned must always be free to make decisions about the storage and disclosure of their medical data
(including its content and extent). Record only accurate and necessary data required for rescue measures
(observing the data protection principle of proportionality).

Passing on such data information can have life-saving consequences in a medical emergency. A consenting
person therefore has a strong personal interest in making this data available to emergency services.

When the written consent of the employee is obtained, each author can determine the scope and content of
the information for themselves. There must be a mechanism to revoke this consent at any time.

Please note the prescribed prerequisites for the validity of such consent, which include appropriate prior
information, explicit consent for particularly sensitive personal data and personality profiles, as well as the
voluntary nature of the consent.

As soon as there is no longer a need to protect the employee (e.g. when leaving a lone worker role), data
collectors and operators are obliged to delete this data without the need for a request to be submitted.

The operator must also ensure data confidentiality by securing a suitable declaration of commitment from the
software user. This should include a scheme for handling passwords giving access to the SOS Portal. This
must also include system managers and administrators

Be sure to consult your privacy officer before collecting personal information.
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J Administration H Rescue plan ”

Members Search ¥
+ Evacuation,
+ Fire alam,
» Muster, Max

» Security service,

nh\ .
SWISSPHONE
rnouss tovazaton | pevies menitoring | Gontguraton vomte a7e |

Staff and device administration H Contact data | Medical information H Autom. forwardings

Knowledge aboutindividual medical information’s is very importantfor rescue teams and vital for help seeking persons. These medical data have to be protected strictly and have

to meet legal requirements. Please contact 3 data protection officer and pay attention to a valid written declaration of consent See the SOS-Portal manual for additional

information’s including the privacy policy of SWISSPHONE.

Blood group Allergies L+ Medical notes )
Save Cancel

Personnel

Personnel

List of people registered.
The person currently selected is indicated by a red frame.

Medical information

Blood group

Blood group data must indicate the Rhesus (Rh) factor.

Allergies

Record allergies such as hay fever.
Include all allergies which may be necessary for life-saving measures.
Medication intolerances.

Medical notes

Collect any further medical information relevant to an emergency,
such as asthma, current medication, etc.
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5.2.2.1 Auto redirects

Automatic redirects are messages which the SOS Portal sends as soon as an event arrives. Messages can

be forwarded to a wide variety of address types, such as SMS, landline, PNG, etc. The message content can
be customised via "Automatic forwarding profile selection" to accommodate device functionality.
Automatic redirects may apply to everyone, or to single individuals

58

Administration |

SWISSPHONE

Autom. forwardings |

Receiver of forwardings AQmANISITaton of forwarding
+ o, E-Mail *  Address tipe SMS
+ Jim Knopl, SHE

iestnation aqaress @  Jim Knopf, +41333333333
+41333333333

Jim Knopt

18 B ™

g On /O

Personnel

Personnel

List of people registered.
The person currently selected is indicated by a red frame
“All people”

The selected information, such as address type, applies to all persons
listed under "personnel".

Irrespective of which person in the list is involved, when e.g. an
emergency call arrives, a message is automatically forwarded to
these recipients.

Profile selection

Profile selection for
automatic redirects
1

2
5

By default, one profile (1) is unlocked.

Up to three profiles (1, 2, 3) can be activated by Swissphone
Customer Support.

For automatic forwarding, different recipients with different address
types (SMS, PNG, e-mail, etc.) can be created for each profile.
Select the profile for which you want to create an automatic
forwarding.

Create a recipient ()

Enter the necessary information under "Administration of forwarding".
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Recipient forwarding

Profile selection

First select which profile you want to auto-redirect.

Press the icon to create new recipients for automatic redirects.
After saving, the new recipient is displayed in a separate line.

=

Press this icon to delete recipients of automatic forwarding.
The system will request confirmation.

Management of forwardin

9

Address type

First select the address type.

According to the address type, the SOS Portal transmits via different
media:

E-Mail: Transmission via E-Mail

PNG: Transmission primarily via GPRS, or otherwise via SMS.

The "PNG" address type can be used in the "SOS.connected" version
or with the BGR-139 function activated

HttpGet: Transmission via HttpGet to a third party system

SMS: transmission via SMS to a mobile phone number (select SMS
sender)

TCP-IP: Transmission via TCP-IP to a third party system

Paging (Switzerland only): Pager to pager transmission

Select destination address

Choose or define the destination address.
If the destination address has already been used, it will be available in
this field. Otherwise enter the details in "destination address".

Destination address

Enter destination address, e.g. e-mail address, landline number,
mobile number, etc.

Destination Format

address

E-Malil daniel.keller@muster.ch

PNG PNG serial number

Landline Landline number to be informed (via a call)

SMS Mobile number of the person to be informed (for
receiving SMS)

TCP-IP IP address of the person to be informed

Recipient

Surname, first name defines the forwarding name.

Emergency call

Here you specify that a message will be forwarded automatically on
receipt of an emergency call, and how long the message text should
be (minimal or comprehensive).

Select the message version per device

Minimal

few characters in display e.g. pager.

Comprehensive

enough characters for message display e.g. e-mail, smartphone, etc.

Tick the box ()to indicate your choice

Test Emergency
Low Battery

Profile Change
Switch on/ off
Cradle State Change

Device unable to connect

A message is sent for each event.
Messages are predefined, but you can customise these messages via
Swissphone Customer Support.
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5.2.3 Rescue plan

A stored rescue plan helps emergency response teams find their way around and informs them about

specific features (or dangers).

It is helpful for all intervention forces if every rescue plan is structured in the same way. Local authorities

(such as the police or fire brigade) can provide information; when an emergency arises, they would function
much like the plans stored with a fire alarm system.

Remember the size of smartphone display screens when creating and saving rescue plans.

A rescue plan must not allow any margin for misinterpretation.
Rescue plans should be limited to the essentials, involve minimal complexity, and describe everything in the
correct order. This facilitates clear and speedy processing of an emergency call.
In this section, you can upload or delete rescue plans prepared by the administrator in PDF format for further

use.

&

Rescus pian

SWISSPHONE

Rescue plans

List

Overview of available rescue plans.

Click to open any rescue plan.

Press this symbol to upload new rescue plans.
When saved, each new rescue plan is displayed in a separate line.

Press this symbol to delete a rescue plan.
If there is no assignment, then the general rescue plan is selected
(general rescue plan, assignment of rescue plans).

General rescue plan

General rescue plan

' Choose a rescue plan which will apply to everyone

Rescue plan assignments

Person
Assignment
Rescue plan

Under "Rescue plan”, select the rescue plan applicable to the person.
If no rescue plan has been selected, then no rescue plan can be called
up in the course of "Emergency call handling" and it will be assumed
the user themselves knows what to do.
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5.2.4 Video Broadcasting

| ” ” Video broadcasting ” u u
Video Link address Assignment of video links
+ hitps/ (tsp-1) ® ¢ x
. Beacon transmitter Assignment Name Video Link address ~
» fittps:J ' (tsp-2) o] x|y General risp-3 (test) ~ hitps/y
+ hitps:/ (rlsp-3 (test) ® @ x |0 General rsp-3ltestt v hitps//
H General rsp-3(testt v hitpsi/
0 General rsp-3(testt v hitpsi/
0 Individual rtsp-1 - hitps/s
0 Individual rtsp-2 - hitps/s
0 Individual rtsp-1 - httpsy/
0 Individual rtsp-2 - httpsy/
0 Individual rtsp-1 - httpsy/
0 Individual risp-2 ~ hitpsi/
- 1 Individual risp-1 ~ hitpsy/
General video link
nefalvidea fin 1 General risp-3 (test) ~ hitpsi v
Select general video link risp-3 (test) v £ 4

Add a new video link with the "+" and define a "friendly-name". Delete an existing link with the "x" button next
to the link. Existing links can also be edited, a preview link is also available.

The video broadcasts are automatically displayed in the event of an alarm based on the linked beacon from
the in-house localisation. The assignment can be made individually via the dropdown next to the beacon.
The default broadcast can be selected under General Video Link; this is used if no specific link has been
assigned to the beacon.

5.2.5 In-house localisation

The "In-house Localisation” section provides a complete overview to facilitate the management of all SOS
Portal integrated position locators for in-house localisation.

New position locators can only be created via Swissphone Customer Support or by the Portal
operator in consultation with the customer.

The customer can, however, change the location of existing position locators included in the building floor
plan.

The "In-house localisation" tab is only visible if position locators are part of your organisation.

J Organization | Dokumentation_EN ~

—
SWISSPHONE
] H \
Beacon ransmitter Selection 09999.00001 - Biiro Nord &
Beacon transmiter [152p | Building pian |
Beacon ID @ 00009.00044
Name 1. Beacon
Description Linke Seite
Filename @ |Linkspng Replace
RSS! level (<] > %
Latitude O 47.1805
Longitude @ s.67872
Replace by map coordinates 0 [REneE
GPS coordinates (-] ® Take over O Customised
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Position locator selection

' Select the desired position locator to view or edit data.

Position locator

Position locator 1D

System administrator's unique identification number (ID).
This ID will be sent to PNGs.
An ID can only be changed by Swissphone Customer Support.

Name
Designation

The name and designation of the position locator is defined by the
administrator in collaboration with the organisation.

You can change values later. When saved, an automatic update is
carried out for all users (Organisation, User, Administrator, Swissphone
SOS Portal Administrator).

Filename

Here you can define an individual building floor plan for each position
plan in order to visualise the precise location of individual position
locators.

The exact location of position locator supports intervention forces in
their search for the person concerned. The Portal user should give
further details to clarify the situation.

Click on the "In-house localisation" tab to view the stored building floor
plan.

Formats: jpg, png

RSSI level

Define the lower RSSI (Received Signal Strength Indicator) value,
which may range between -102 to -50 dBm.

If a position locator’s received RSSI value is lower, then the SOS Portal
will ignore the position locator.

Latitude
Longitude

Manual input of the latitude and longitude as a decimal value.

Replace with coordinates
Replace

Latitude and longitude can also be entered automatically.

o Left click the mouse and drag the marker (@')to the required
location.

e By clicking on "Replace" the coordinates are automatically
transferred to the latitude and longitude fields.

e Presssave.

GPS coordinates

Acquiring
Used defined coordinate
data

The emergency services should know the location of the person or
position locator as accurately as possible.

Using the "Custom" feature allows the GPS coordinates of the position
locator to be specified more precisely within a site, building, or factory
area.

With "GPS coordinates” you can adjust the accuracy of the position of
the position locator.

The Swissphone Portal’s "in-house localisation” (GPS coordinates) is
based on four levels: terrain, building, sector, position locator. These
four levels are displayed in the "Building Floor Plan" view:

Acquiring the GPS coordinates of the sector

Left click the mouse and drag the marker

Position
(Q')to the required location. Degress 47+ 11-2264°N 40 40.42°E
By clicking on "Replace" the coordinates
are automatically transferred to the

latitude and longitude fields.
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5.2.5.1 Visibility and configuration of the Beacon on enterprise / selfcare+

The SOS versions enterprise and selfcare+ are interworking for alarm handling, therefore the beacon’ss
mutual visibility is ensured. The philosophy is the following:

e The mandates of selfcare+ can configure the beacons by themselves.

e The enterprise administrator can configure the beacons of the own organization and the beacons of
the selfcare+ organizations who are connected to his enterprise solution too.

e The localization of the PNG carrier via the beacons carries about all organization of the group
(enterprise and selfcare+).

selfcare+ enterprise
Mutation / configuration of the | only selfcare+ enterprise and selfcare+
beacons
Visibility of the beacons, PNG | yes yes
of selfcare+
Visibility of the beacons, PNG | yes yes
of enterprise

5.2.6 Device monitoring

During device monitoring, warning thresholds are defined for individual device groups. As soon as a warning
threshold is exceeded, a message is sent to the respective stored address. For example, a service employee

can therefore be notified of the need for an imminent battery change.

L Espsteg) ook ertoten B4

o//—\\ .
SWISSPHONE

Device monitoring “

| Notification settings || |

Address Description Type Battery level - iBeacons and SOS Button
info@info.ch info Email bl Battery level less than (Waming) 0 %
Battery level less than (Critical) 15 %
Send nofification [m]
Watchdog timeout - SOS Button
Elapsed time greater than (Waming) 7 Days
Send notification [m]
Watchdog timeout - iBeacon
Elapsed time greater than (Waming) 7 Days
Send notification [}
Watchdog timeout - Controller
Elapsed time greater than (Waming) 1 Minutes
Elapsed time greater than (Critical) 2 Minutes

Send notification O
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The recipients to be informed when a warning threshold is exceeded can be defined on the left-hand side.

After pressing the green «+», the following field appears:

Contacts - Monitoring device status a

Address type Select
Select an address for monitoring Select
Address
Description

Add Cancel

The address type can be e-mail or SMS. The recipient addresses of persons already known can be used by

the SOS Portal, or alternatively, an additional address can be specified. The designation field contains a

description of the contact details.

* Organization Dokumentation EN

Inhouse Device ” Mobile APP ‘

n//—\\ .
SWISSPHONE

Hotification sertings || Device status monitoring |

Select device type iBeacon

Major Minor Battery capacity Status active Last updated

9999 0001 79% True 25.07.19 14:53.09

Save

Watchdog status

As soon as an item such as battery or watchdog timer status becomes critical, a signal flashes red.

Values can be updated manually using the button

Beacons (iBeacon) are monitored via the SOS Mobile App, which collects status information and then

forwards information to the SOS Portal via a data connection.
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5.2.7 Configuration Mobile App

Mobile apps are remotely configured in this area.
For details on configuring the SOS app, see the app’s own instructions.

Configuration Mobile APP

Assign Master Configuration

‘l Configuration Mobile APP ” ‘l

u/__\ .
SWISSPHONE

Gonfiguration Mobile APP Administration
Narme

Description

Last updated

View

General Master Configuration

Select General Master Configuration v

Pam Becsly 41730000007
Jim Halpert 41790000006
Michael Scott
Kevin Malone:
Angela Martin
Kelly Kapoor
Dwight Schrute

41790000004
41790000003
41790000005
41790000002

Person Serial number

2fsa66b141737299

Configuration Hobile APP.

RRIRIRIRIRIR

Master configuration read  Restricted user administration

OoooooO

Configuration Mobile App

Several configurations can be managed here.

View

Displays the currently used master configuration.

UpdateTolLatestVersion

the master configuration used.

This option updates all members with the new version of

General Master Configuration

default variant.

One of the existing configurations can be selected as the

Configuration read

member.

Shows when the assigned configuration was read by the

Restricred user administration

be allowed to do so.

These field settings allow app-user configuration
restrictions to be applied or removed.

The operator should determine which users should
configure the app themselves, and which users should not

Any adjustment must be saved for it to become active.
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Master Config Data Viewer B

List Of Available Master Configuration From Each Devices

Name

Device Identifier

scott, Michael

arstssbrarraess

By clicking on the "+" icon, a list of available configurations is displayed. Select the desired configuration to
be imported and used as the master configuration. Several imported configurations can be imported.

You can find out how to create and upload a configuration in the corresponding SOS Mobile app manual.

Description

S ...

'Scott, Michael |

1215466b 141737299 |

Dwight Schrute

41790000002

Hone

Last updated 12.06.2024 13:57:20
[ View | Update To Latest Version |
Select General Master C ' Scott, Michael v

Person Serial number Assignment Configuration Hobile APP Master configuration read  Restricted user administration
Pam Bessly 41790000007 General Scott, Michael -
Jm Halpert 41790000006 General
Michael Scott 2f5466b141731299 HNone -
Kevin Malone 41790000004 MNone -
Angela Martin 41790000003 None -
Kelly Kapoor 41790000005 None -

e

Restricted user management must be active for a configuration to be assigned to a person. A configuration
can then be assigned to the person using the drop-down menu. By selecting the general configuration, the

configuration can be changed for everyone using this version with a single click.
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5.2.8 Group forwarding contacts

In this menu, create a group of contacts for the automatic redirects. In a first step, a new group must be
created. To do this, use the "+" symbol (line: group) and define the name and a description of the group.

Then select the appropriate group on the left and add new contacts to this list. Here, too, use the "+" symbol

(line: group contacts), select the address type and then the contact. Please save your changes with the

"Save" button.

” “ Group forwarding contacts

Groups

+ Group-Name (Group-Description)

Group management
Name Group-Name
Description Group-Description
@® Default O Time based
Group contacts

» Hans Beispiel, hans @beispiel.com
» Muster Max, +4174123456789
» Name Receiver, +44987654321

O Profile based

Group contact management

Address type

"
Select contacts
B

Address

Receiver

SMs
@ | Muster Max, +4174123456789
+4174123456789

Muster Max

Groups that have been created can then be added to the autom. forwardings. To do this, select the address

type "Group" and select the desired group from the dropdown menu under "Select destination address".

Administration ||

Members Search ¥
» All persons
» Swissphone, SOS Mabile App

+ Swissphone, Trio E

H Autom. forwardings

Receiver of forwardings

+ Group-Name, Group

®

Administration of forwarding
Address type
Select destination address
Destinalion address
Receiver
Emergancy call
Emergency call test
Low battery
Profile change
Switching On / Off
Cradle State Change

Device disconnected

Group v

Group-Name, Group-Description v

Group-Description
Group-Hame

O simple ® Extended

Ooooo0o
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5.2.8.1 Default

Select the "Default" option if you want to notify the contacts without further management.

Group management

Mame

Drescription

(® Default

Time based

Group-MName

Group-Description

Profile based

Note: only one option per group can be active.

5.2.8.2 Time based

With the "Time based" option, you have the option of activating the group at specific times. e.g.: "during

office hours". Please note that no notification will take place outside of the defined times.

Group management

Description

Name Group-Name
Group-Description

Default @® Time based

Profile based

Time slot management

Starttime 08:00 Endtime 17:00

Note: If you are using the time-based option, please check the "Time Zone" settings in the "Account” menu.

‘ Account “

Demo-English (ID; 0057)

Open popup window in new tab

Time zone

0
0

(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vi v
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5.2.8.3 Profile based

The "Profile based" option controls the contact group based on the PNG's profile control. If your PNG
supports profile control, the group will only be activated if the appropriate profile is selected on the PNG.

Group management Profile management
Name Group-Name Profile ID-1
Profile ID-3
Description Group-Description Profile ID-5
Default Time based @) Profile based Prafile ID-7

Prafile ID-2
Profile ID-4
Praofile 1D-6
Profile ID-8

5.2.9 Profile groups

Note: This function is only valid for the SOS Mobile app.

In this tab, the profile groups can be defined and configured. Through the assignment, these are
automatically sent to the corresponding SOS Mobile App and displayed there. The user selects the desired

profile in the SOS Mobile app which can be used for individual automatic forwarding, among other things.

Prafile ID-02

Profile ID-04

Profile ID-06

Profile ID-08

Profile ID-10

Profile ID-12

Profile ID-14

Profile ID-16

ProfileName2
ProfileName+
ProfileName6
ProfileNames
ProfileName10
ProfileName12
ProfileName14

ProfileName16

Assignment
Individual
Individual

‘ H H H H H Profile Groups ‘
Profile Groups Profile Group Administration
» NameProfilgruppe 1, DescriptionPrefilgruppe 1 b Profile ID-01 ProfileNamel
Descrip ®
Profile ID-03 ProfileName3
Profile ID-05 ProfileNames5
Profile 1D-07 Frofilelame?
Profile ID-09 FrofileNamed
Profile ID-11 ProfileName11
Profile ID-13 ProfileName13
Profile ID-15 ProfileName15
General Profile Group Profile Group Allocation
Select general prafile group NameProfilgruppe2 ~ | Person
device app!
device app2
device app3

General

Profile Group

NameProfilgruppe1
NameProfilqruppet
NameProfilgruppe2

For more information on the operation of the SOS Mobile app, please refer to the SOS Mobile app user

guide.
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6 Appendix

6.1 Message structure for automatic redirects

To activate and individualize the profiles and text messages, please contact the Swissphone

customer support. An operation error can affect your alarm process negative.

Based on your profile, messages can be individualized that they can be received by third party systems. This
simplifies the networking of installations.

The individualization can be done by a graphic editor. Choose on the right side the event, e. g. Alarm button.
This event has 2 messages, one minimal and an extensive. Choose with the profile if the message is for a
computer or a person. A message can be edited with the editor or it can also be edited with the data
elements. To delete an element, click on the x on the element.

Edit - Message for automatic forwardings B

=3 Events e
# -] Disconnected
# ] Device Turned On
#-(] Device Turned Off
+-(] Battery low
# 1 Profile has been changed
+1-[] Remate-Lifecheck
*-[] Remate-Lifecheck test
+-[Z] Autonom-Lifecheck
#[2] Autonom-Lifecheck Test
=33 Emergency button activatel
=13 Alerting (Simple)
= Level-1 (Individual)
#-1 Level-1 (All)
(1 Level-2 (Individual)
(1 Level-2 (all)
(1 Level-3 (Individual)
(3 Level-3 (all)
- [Z1 Alerting (Extended)
#- (11 S0SVoice
1 Emergency button (emerge
1 Man down detection
1 Man down test (emergency
+-[] Fall detection
< >

© Swissphone Wireless AG

Message Editor Select data elements
5 ~ ~

Device disconnected
Message from: x |LineBreak x Member LastName x |Space x

Device Turned On

Device Turned OFf Member Name x Line Break x Line Break x

Battery low Separator email subject vs. body % | Emergency-Function: x | Line Break x

Profile has been changed S0S-Button ¥ |Line Break X |LineBreak X & Timestamp: x ||Line Break X
Remote-Lifecheck

Emergency time (Display Local time) X LineBreak x Line Break X
Remote-Lifecheck test Y )

Autonom-Lifecheds Localization: x | Line Break X

Autonom-Lifecheck Test Building, Sector, Beacon, Beacon ID, Position, time 2 %  Line Break x

Emergency button activated
E GPS formatted address X | Line Break X LineBreak x Contacts: X
Emergency button (emergency call test)
. Line Break x Call-back number Level1 X Line Break X

Message Type Callback number Leval 2 x  Line Break x  Call-back number Level 3

Alerting (simple) ey ——

Alerting (Extended)
Notification
@ Edit message o [ Text elements
O Script Preview [ Data elements.
Save Delete Undo Cancel

Add Text

Serial number

Member Additional Information
Device Additional Information
Profile name

Member GSM Number

Internal Information

Line Break

Space

Device Description

GSM no. of device

Member Name

Member Last Name

Battery capacity

Profile Description

Profile ID v
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6.2 General recommendations and important information

Note: The following recommendations about the SOS lone worker solution are not concluding.

Please check carefully your configuration before going live with the system. This is an essential
aspect of a correct alarming.

Use the current version only.

Please observe the local law in terms of data protection. Be transparent about using personal data
and ask employees permission to use them. Talk to the staff syndicats and distinguish the risk and
the benefit of using this data.

Tracking data are during an alarm very useful and helps to shorten the intervention. On the other
hand, these data are under privacy protection. Talk to the staff syndicats and calculate the risk and
the benefit of using this data. Please observe the local law.

Trainings and practices of the appliance with your employees are essentials. These are the lone
worker and also the alarm managers.

Execute regularly test alarms.

Take arrangements that constructional and administrative changes get updated in the SOS Portal.

6.3 Terms of use

This document is confidential and protected by a copyright. It may not be transmitted or reproduced without a
prior written approval by Swissphone Wireless AG.

The SOS Mobile app is no tested in connection with mobile device management systems. Such mobile
device management systems can restrict some essential functionality of the app The operation of mobile
device management solutions is in the responsibility of the customer.

6.4 Liability

We are notliable for the up-to-date information, completeness and correctness of the contents of this
document. We exclude any liability for damages resulting from the use of the SOS Mobile app (including the
content) or the unavailability of the SOS Portal.

6.5 Applicable law and place of jurisdiction

These Terms of Use are exclusively subject to Swiss law, excluding its rules on international and/or private
law. The exclusive place of jurisdiction for all disputes arising out of or in connection with these Terms of Use
is Richterswil, Switzerland.
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6.6 Sample rescue plan
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